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Windows Server 2012 – Active Directory Domain Services 
 
Course Duration:  4 days  
 
Overview:  Students will learn how to manage, maintain and secure Active Directory Domain Services, 
such as identity management, implementing group policy, configuring security settings, automation 
using PowerShell, and replication.   
 
Outline: 
 
Lesson 1 - Introduction to Active Directory Domain Services 
Overview of AD DS 
Overview of Domain Controllers  
Installing a Domain Controller 
Lab : Installing Domain Controllers 
 
Lesson 2 - Managing Active Directory Domain Services Objects 
Managing User Accounts  
Managing Groups  
Managing Computer Accounts  
Delegating Administration  
Lab : Managing Active Directory Domain Services Objects 
 
Lesson 3 - Automating Active Directory Domain Services Administration 
Using Command-line Tools for Administration  
Using Windows PowerShell for Administration  
Performing Bulk Operations with Windows PowerShell  
Lab : Automating AD DS Administration by Using Windows PowerShell 
 
Lesson 4 - Implementing Group Policy 
Overview of Group Policy  
Group Policy Processing  
Implementing a Central Store for Administrative Templates  
Lab : Implementing Group Policy 
 
Lesson 5 - Securing Windows Servers by Using Group Policy Objects 
Windows Security Overview 
Configuring Security Settings 
Restricting Software 
Configuring Windows Firewall with Advanced Security 
Lab : Lab A: Increasing Security for Server Resources 
Lab : Lab B: Configuring AppLocker and Windows Firewall 
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Lesson 6 - Implementing a Group Policy Infrastructure 
Introducing Group Policy 
Implementing and Administering Group Policy Objects (GPOs) 
Group Policy Scope and Group Policy Processing 
Troubleshooting the Application of GPOs 
Lab : Implementing a Group Policy Infrastructure 
 
Lesson 7 - Managing User Desktops with Group Policy 
Implementing Administrative Templates 
Configuring Folder Redirection and Scripts 
Configuring Group Policy Preferences 
Managing Software with Group Policy 
Lab : Managing User Desktops with Group Policy 
 
Lesson 8 - Managing User and Service Accounts 
Automating User Account Management 
Configuring Password-Policy and User-Account Lockout Settings 
Configuring Managed Service Accounts 
Lab : Managing User and Service Accounts 
 
Lesson 9 - Maintaining Active Directory Domain Services 
Overview of AD DS 
Implementing Virtualized Domain Controllers 
Implementing RODC 
Administering AD DS 
Managing the AD DS Database 
Lab : Maintaining AD DS 
 
Lesson 10 - Implementing Active Directory Domain Services Sites and Replication 
Overview of AD DS Replication 
Configuring AD DS Sites 
Configuring and Monitoring AD DS Replication 
Lab : Implementing AD DS Sites and Replication 


